
   

 

   

 

 
PRIVACY POLICY 

 

 
Objective 
 
The following policy outlines the company's strategy for ensuring the confidentiality, integrity, and 
availability of processed personal data, as well as the rights of data subjects, in accordance with industry 
regulations. 
 
This policy establishes stringent rules for the data controller and processor, with particular attention to 
security, staff training, risk management, and GDPR compliance. 
 
Olympos Consulting Srl recognizes that the protection of privacy and personal data is a fundamental right 
of individuals, as well as a responsibility for its business and reputation. 
 
Olympos Management declares its formal commitment to establishing, implementing, maintaining, and 
continuously improving the Privacy Information Management System (PIMS) in full compliance with the 
General Data Protection Regulation (GDPR - EU 2016/679), Legislative Decree 196/2003 and subsequent 
amendments, and the UNI/ISO 27701 standard. 

 
In compliance with the regulations, Olympos establishes its Privacy Information Management System 
(PIMS) strategy: 

• define processes to avoid the risk of sanctions from supervisory authorities; 

• integrate data protection as a mandatory requirement in every company process (Privacy by 
Design and Privacy by Default); 

• minimize the likelihood of data breaches; 

• ensure clear, complete, and accessible information for all data subjects; 

• foster a corporate culture in which privacy is considered fundamental in the daily activities of 
each employee through ongoing awareness programs. 

 

Context 

Olympos collects and processes Personally Identifiable Information (PII) only for legitimate purposes 
related to the management of its business activities. 
 
In compliance with the requirements of ISO 27701, Olympos operates in a dual role, with distinct 
responsibilities and applicable SOA controls: 
 

• "PIMS Controller": when it determines the purposes and means of personal data processing. It 
processes its employees' PII (HR management, payroll, legal compliance) and 
customers'/suppliers' PII for administrative, contractual, and invoicing purposes. 

 
• "PIMS Processor": when processing PII on behalf of its clients as part of the ICT consulting and 

specialized support services provided to its clients, strictly adhering to the documented 
instructions and the Data Processing Agreements (DPAs) signed with them.  
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Roles and Responsibilities 

The company's management has established a specific governance structure to ensure effective 
management of the PIMS. 

The roles and responsibilities regarding PII are divided as follows: 

• Data Controller – role performed by Olympos Consulting's management, responsible for 
approving this Policy, ensuring the necessary resources, and responding to supervisory 
authorities. 

• Privacy Representative – who is responsible for managing the PIMS. 

• Data Processors – role performed by parties external to the company who process personal 
data on the written instructions of the DPC (cloud computing, providers, etc.) and who must 
comply with the instructions set forth in the Data Processing Agreement (DPA). 

• Persons authorized to process personal data – role performed by all employees, interns, or 
internal collaborators who, in carrying out their work, require access to PII. In this regard, 
Olympos ensures that all personnel with access to PII possess the necessary skills, supported 
by documentary evidence of training. 

 

Fundamental Data Management Principles 

Olympos guarantees and is able to demonstrate accountability by periodically auditing each PII 
processing operation to ensure it complies with the principles established by the GDPR and the 
UNI/ISO 27701 standard. 

Every business process must comply with the following requirements of Article 5 of the GDPR: 

 
1. Processed lawfully, fairly, and in a transparent manner in relation to the data subject 

("lawfulness, fairness, and transparency"); 
2. Collected for specified, explicit, and legitimate purposes and not further processed in a manner 

that is incompatible with those purposes; further processing of personal data for archiving 
purposes in the public interest, scientific or historical research purposes, or statistical purposes 
shall not, in accordance with Article 89(1), be considered incompatible with the initial purposes 
("purpose limitation"); 

3. Adequate, relevant, and limited to what is necessary in relation to the purposes for which they 
are processed ("data minimization"); 

4. Accurate and, where necessary, kept up to date; every reasonable step must be taken to ensure 
that personal data that are inaccurate, having regard to the purposes for which they are 
processed, are erased or rectified without delay ("accuracy"). 

 

Data Subject Rights Procedure 
Olympos, as PIMS Controller, guarantees Data Subjects (natural persons) the full and timely 
exercise of the principles applicable to the processing of personal data pursuant to Article 5 of 
the GDPR. The handling of requests follows strict rules to ensure transparency and compliance. 
 
Olympos guarantees that Data Subjects can obtain information at any time on the use of their 
data, specifically (Articles 15-22 of the EU Regulation). 
 
The information notices (pursuant to Articles 13 and 14 of the GDPR) are not fixed, but are 
updated and communicated to Data Subjects prior to any changes to the processing. 
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Data Protection Impact Assessment 
Olympos adopts a unified approach for identifying and addressing risks that threaten information 
security (ISMS) and personal data protection (PIMS). 
 
Specifically, the corporate risk assessment process includes assessing specific risks to the 
rights and freedoms of data subjects, analyzing threats of loss of confidentiality, integrity, and 
availability of PII. Subsequently, during operational activities, Olympos plans, implements, and 
monitors the processes necessary to meet PIMS requirements and implement the actions 
identified in the risk planning. 
 
Olympos adopts a specific procedure for processing personal data that: 
• assesses privacy risks and analyzes the potential impact on the rights and freedoms of data 

subjects; 
• considers the risks of processing, such as unauthorized access by third parties; 
• identifies privacy threats and vulnerabilities and records them in the "Risk Register". 
 

Mandatory DPIA Criteria 

To determine the need for a DPIA, Olympos applies the Privacy by Design principle enshrined 
in Article 25 of the GDPR, which requires a preliminary data review and a mandatory preliminary 
verification before purchasing new business software, migrating to cloud infrastructure, or 
adopting a new consulting service. When the analysis reveals a high risk to the rights and 
freedoms of individuals, a DPIA must be performed. 
 
Olympos always performs a DPIA when the processing specifically falls within the list "Annex 1 
to Provision No. 467 of 11 October 2018," published by the National Data Protection Authority. 

 

Personal Data Breach 
Olympos defines a "Personal Data Breach" as any security incident that, unlawfully or 
accidentally, results in the loss, alteration, or unauthorized exposure of stored or transmitted PII. 
 
This procedure applies to all processing activities, particularly all archives and/or paper 
documents and all information systems through which personal data is processed, including 
those supported by external vendors. 
 
Compliance with this procedure is mandatory for all parties involved, and failure to comply with 
its rules of conduct may result in disciplinary action against non-compliant employees or 
termination of existing contracts with non-compliant third parties, in accordance with applicable 
regulations. 
 

Data Breach Management Procedure 

Olympos Consulting, in addition to the procedures already adopted regarding the protection of 
personal data pursuant to applicable legislation, has developed actions to be implemented in 
the event of actual, potential, or suspected breaches of personal data processed by Olympos 
Consulting as a Data Controller or Data Processor, in order to: 
• avoid risks to the rights and freedoms of data subjects; 
• avoid financial damage to Olympos Consulting; 
• notify the breach to the Data Protection Authority and/or the data subjects, within the 

timeframes and methods established by European legislation; 
• avoid incurring the penalties provided for by the GDPR for failure to notify; 
• minimize the impact of the breach and prevent its recurrence. 
 
Risk Analysis 
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The Crisis Committee, in coordination with the Privacy Representative, conducts a preliminary 
impact assessment to determine: 
• the type of personal data involved; 
• the data subjects affected; 
• the severity of the consequences for the rights and freedoms of natural persons. 
 
Notification to the Italian Data Protection Authority 
If the breach poses a risk to the rights and freedoms of natural persons, the TT must notify the 
Italian Data Protection Authority (Garante per la Protezione dei Dati Personali) without undue 
delay and, where possible, within 72 hours of becoming aware of it. 
 

Outsourced Data Breach 

In the case of outsourced data processing, the relevant departments must appoint external data 
processors, defining roles and responsibilities for managing notification and communication 
obligations in the event of a personal data breach. 

 

Supplier Management 

• Outsourcing activities involving the processing of PII on behalf of Olympos Consulting 
requires the adoption of a structured contractual process. The company is committed to 
working exclusively with suppliers who guarantee compliance with the GDPR. 

• Olympos, as a PIMS Processor, undertakes to request written authorization from the client 
if it intends to outsource PII processing activities managed on behalf of its clients to a 
subcontractor, transferring the same data protection obligations set forth in the DPA to the 
subcontractor. 

Data Processing Agreement 

Olympos imposes stringent information security and privacy requirements on all external 
vendors through dedicated contractual agreements. The vendor is not granted access to PII 
until a formal, binding agreement has been signed. 

 
 
 


